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Surveillance Capitalism
A de�nition



Motivation
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The importance to study Surveillance Capitalism
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Research Questions

RQ1: Within GAFAM, which entities demonstrate the highest engagement in surveillance practices?

RQ2: Do web tracking metrics correlate with the entity’s advertising revenue?

RQ3: Can web tracking provide quantitative evidence of Surveillance Capitalism activity?

.



Datasets
WhoTracks.Me & SEC �lings



Findings







Costs of Surveillance
Capitalism

"Formal Indifference"

Social Costs
Clickbait / Controversies

Attention Economy

Privacy Breach

Environmental Costs
Increased Consumerism

Increased Processing Power

Increased Bandwidth Usage

Surveillance Capitalism knows no limits



Gemini Protocol

Not Google’s Gemini!

Clear separation from HTTP(S)

No Javascript

No Cookies

Simple implementation

image: A screenshot from the Lagrange Gemini
browser

An Alternative to the Surveilled Web?
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Reverse Panel Questions
1. In this paper, we saw web tracking as an instance of Surveillance Capitalism activity. We all most probably

experienced some of its consequences through curated feeds, targeted ads, purchase recommendations,
etc… Are there other instances of Surveillance Capitalism activity that you have been able to notice in
your daily life?

2. Re�ecting on those life’s experiences that have been shaped by/around Surveillance Capitalism activities.
How would you rate the sustainability and desirability of those experiences?

3. What if you decided those experiences not to be desirable or sustainable, would you be able to "opt-out" of
them? What would it entail to "opt-out"?


