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ABSTRACT1 
The ongoing and escalating urbanisation has resulted in a situation 
where a majority of people worldwide live in cities. Cities stand 
for a substantial part of the world GDP and are often lifted as 
possible drivers of sustainable development. However, the city 
has limitations and vulnerabilities. Cities depend on resources 
flowing into the city and increasing populations strain their land 
use. Climate change threatens cities with sea-level rise, heat 
waves and extreme weather events. Transforming cities into 
Smart Sustainable Cities by incorporation of Information and 
Communication Technologies (ICTs) is becoming a recurring 
proposed solution to these limitations and challenges. The two 
main areas where ICT are envisioned to function for this are i) as 
part of the city’s infrastructure for monitoring, efficiency and 
automatization of processes, and ii) as an enabler for sharing of 
both information and goods among citizens, expectedly leading to 
more sustainable urban lifestyles. 
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However, there are several limits to the realisation of the Smart 
Sustainable City. Manufacturing, implementation and 
maintenance of its digital infrastructure hold environmental risks 
and require human and natural resources. Furthermore, there are 
issues of increased vulnerability of the city due to increased 
complexity. Already now, the (global) flows that the city depends 
upon to thrive, are to a large and increasing extent possible due to 
- and dependent on - ICTs working without disturbances. 
Considering the fragility of these systems, both physical and 
virtual, is the Smart Sustainable City a desirable or even feasible 
path?  

We suggest that while ICT may be useful for making cities more 
sustainable, we need to be heedful so as not to make the city even 
more vulnerable in the process. We suggest that we should make 
sure that the ICT systems simply assist the cities, while 
maintaining analogue backup in case the ICT shuts down; that we 
should build more resilient ICT systems with higher backward 
compatibility; and that we should acknowledge increasing 
complexity as a problem and strive to counteract it. 
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1 LIMITS TO URBAN GROWTH 

1.1 An urbanising world 
When describing the appeal of the city and its interdependency 
with the countryside Lewis Mumford stated: “Within the city the 
essence of each type of soil and labor and economic goal is 
concentrated: thus arise greater possibilities for interchange and 
for new combinations not given in the isolation of their original 
habitats” [50] The city arises “out of man’s social needs and 
multiply both their modes and their methods of expression”[50].  

Urbanisation has been ongoing since the industrial revolution 
and intensified since the 1950s, leading to that over half of the 
world’s population is now living in cities [76]. Moreover, the 
urban population is expected to continue to grow substantially the 
coming decades, both in terms of proportion and absolute 
numbers. Altogether the urban population is expected to grow 
from today’s 3.9 billion [83] to 6.3 billion in 2050 [77]. The two 
key factors that cause urbanization are rural-urban migration and 
urban nativity, both of which lead to an expansion or densification 
of urban areas, and rural villages growing into urban settlements 
[9,77]. 
     Urbanisation does not only imply a change in the geographical 
distribution of people, but also of flows and stocks of resources. 
The 2.4 billion new urbanites that are expected until 2050 will all 
need houses, workplaces, services and infrastructures for water 
provision, sewage treatment, waste management, transportation 
and communication. And, given that urbanites are getting 
increasingly wealthy [14], the overall urban consumption can be 
expected to increase even more.  
     Although cities only surmount to 54% of the world’s 
population, they stand for 80% of the world’s GDP [76]). The UN 
Habitat [76] describes urbanisation as a transformative power, as 
it may lead to better employment and higher employment rates, 
less poverty, educational opportunities and better quality of life. 
The European Commission states that “[c]ities are seen as both 
the source of and solution to today's economic, environmental and 
social challenges” [10]. According to the UN Habitat [76] cities 
have a central role to play in “moving the sustainable energy 
agenda forward” (p. 28) and should be a “positive and potent 
force for addressing sustainable economic growth, development 
and prosperity” (p. 29). Cities are also increasingly put forth as 
drivers of sustainable development [41], as a more efficient way 
of organising society in terms of land-use, service provision, and 
ecologies of infrastructures. 

1.2 Urban vulnerabilities 
However, cities and urbanisation have both limitations and 
vulnerabilities. To begin with, there is the mere limitations to 
suitable land for physical expansion, which could lead to higher 
land and house prices in such areas and thereby housing injustices 
and shortage [64]. Traffic congestion is a long-standing and 
growing problem in cities, and statistics suggest that it is primarily 
rising in metropolitan areas that are either growing quickly or 
already very large  [15,19]. 

Cities are also particularly vulnerable to disasters caused by 
natural hazards and weather extremes [21], which lately have 
become exacerbated by climate change [1]. Already in 2014, 1.4 
billion people (i.e. one third of the world’s urban population) lived 
in cities facing high risk of exposure to a natural disaster [77]. 
One reason for this is that cities often are situated along coasts or 
major rivers, making them vulnerable to sea-level rise and storm 
surge risk [27]. Heat waves tend to hit cities harder than rural 
areas because of the urban heat island effect [62], a phenomenon 
that makes urban areas significantly warmer than surrounding 
areas, especially at night, and that is caused by the concentration 
of construction materials and energy use in urban areas (ironically 
enough a lot of the energy is often used for cooling). One effect of 
the urban heat island effect is that peak demand for energy takes 
place in the summer rather than the winter in many regions of the 
world, occasionally leading to energy providers not being able to 
meet the demand with power blackouts as a consequence [25]. 

Power blackouts, both rolling and unexpected, present a threat 
towards cities, as city dwellers are often dependent on electricity 
for food storage, indoor climate control, and even sometimes to 
get in and out of their buildings. Urban energy systems are 
becoming increasingly important to consider with the upcoming 
shift from energy from fossil fuels to energy from renewable 
sources, like solar and wind power. To tackle climate change and 
secure our energy supply for the future, we must change to 
carbon-free, renewable energy supplies [16]. But these are often 
intermittent and relatively unpredictable, and much harder to store 
and transport than high-energy density fossil fuels and thermal 
electricity generated in stations with high load factors [31,66]. 
The question is then how renewable energy sources will be able to 
meet an increasing energy demand. 

1.3 City-hinterland interactions 
Cities have always been dependent on a hinterland as source (of 
food and other resources) and sink (of pollutants) [22,59] and has 
thus always had an impact of their surroundings. However, due to 
industrialisation and rapid urbanisation these impacts have 
accelerated [71]. The larger a city becomes in terms of population, 
the larger the flows of resources and waste; the larger the city 
becomes in terms of spatial expansion, the longer the transports. 
Moreover, a city that expands physically will often eventually 
encroach on its hinterland, i.e. land that is already used for 
agriculture [64]. The hinterland used to be in rather close 
proximity to the city, at least for bulk flows. But due to 
colonisation, industrialisation, and the rise of global capitalism, 
these flows has become increasingly long and complex, leading to 
a situation where most cities of today are heavily dependent on a 
globally fragmented hinterland. Where cities once were depicted 
as the centre of concentric circles of hinterlands (see e.g. [22]), the 
cities of today have rather become “nodes of a global network of 
trade exchanges” [3:249].  

These flows and trade exchanges, and related extraction of 
resources for manufacturing and transports, are fundamentally 
dependent on an equally complex set of infrastructures and would 
not be possible without the help of information and 
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communication technologies (ICTs) [72]. Townsend [73] even 
argues that the development of ICT (from couriers to telegraphs to 
telephones to 4G) and urban growth must be understood as a 
symbiosis. ICT is also fundamental to the internal operations of 
cities, for monitoring and managing urban infrastructures for 
transporting goods, people, waste, water, sewage and information. 
Hodson et al. [32] describes this as that the “resource flows 
through cities are conducted by complex networked 
infrastructures which, in turn, have been designed, built, and 
operated in accordance with a particular set of technical 
modalities and governance routines that for the most part assume 
a continuous supply of resources.” [26:790]. 

Cities (as centres of trade) stand for an unproportionally large 
share of global GDP (80 %) as compared to their population [76]. 
This is mainly due to the fact that that the global consumer class 
can be found in urban areas [14], especially in low-income 
countries, which leads to unproportionally high levels of 
consumption taking place in cities [64]. The globalised economy 
and hinterlands are also fundamentally dependent on the 
availability and use of cheap energy, namely fossil fuels (see e.g. 
[48]). Since income and associated consumption practices is the 
key explanatory factor for people’s GHG footprint, this has led to 
that cities stand for 80 % of global greenhouse gas emissions [67] 
and 75 % of resource use [36,63]. Hence, even though urban areas 
might, at least in theory, support a more (resource) efficient way 
of organising societies and everyday life, this is in many cases 
counteracted by the relatively higher incomes and associated 
consumption by urban residents. Moreover, urban areas are rarely 
developed based on sustainable design principles but are 
subsumed to the logics of a capitalist urban (re-)development 
paradigm dictating what is being built, how, for whom and where 
(see e.g. [6,8,18,38,47]). 

Altogether this implies that the internal sustainability of cities 
(i.e. the city as habitat) is fundamentally vulnerable to 1) the 
functionality of ICT both within and outside the city, and 2) the 
availability of cheap energy (i.e. fossil fuel), without which the 
global resource flows feeding into the urban metabolism and the 
urban metabolism per se would come to a halt. Indeed, ‘cities’ is a 
far from homogenous category. One could expect that cities in 
countries that import more embodied resources (e.g. energy, 
GHG, and water) than they produce or export (see e.g. [13]) 
would be more vulnerable, as would cities in countries with more 
‘high-tech’ industrialised production practices, cities in densely 
populated countries, and cities in countries with little of natural 
resources per capita. 

2 SMART TO THE RESCUE 

2.1 What is smart, anyway? 
The “Smart Sustainable City” (SSC), or sometimes just “the smart 
city”, is recurrently proposed as a possible solution to the 
limitations and predicaments connected to rapid urbanisation and 
cities’ environmental impacts. In 2016, the United Nations 
launched the campaign “United for Smart Sustainable Cities” 
(U4SSC) to advocate ICT use as a catalyst for the transition to 

smart sustainable cities [78]. The United Nations’ International 
Communication Union (ITU) has a focus group on SSCs, focusing 
on identifying what standardisation frameworks that are needed to 
support the integration of ICT services in cities [37]. The 
European Union has organised the European Innovation 
Partnership for Smart Cities and Communities, which “combines 
[ICT], energy management and transport management to come up 
with innovative solutions to the major environmental, societal and 
health challenges facing European cities today” [11].  

However, an exact definition of the SSC is evasive. In 
principle, the concept “smart” can be seen as either a normative, 
an empirical, or an instrumental concept [35].  As a normative 
concept, smartness can either be seen as inherently valuable in 
itself or as implicating sustainability [60], and may encompass 
other characteristics than ICT-use, such as efficiency and good 
physical planning. As an empirical concept, smart is used to 
indicate that ICT is an important part of a piece of equipment, a 
service or a city, but without any evaluation as to whether this is 
good or bad (see e.g. [51]). Often however, the concept is used 
instrumentally, i.e. as a combination of the two, with an emphasis 
on using ICT (as an empirical category of technology) to deal 
with or avoid problems to a normative end (see e.g. [2,33,40]).  

Sometimes “sustainable” is explicitly added, either to indicate 
it as a goal to which smart should contribute, or as a boundary that 
the city must stay within, even if the focus lies elsewhere, such as 
on city competitiveness [35]. Nevertheless, the word “sustainable” 
in SSC too often suffers the same fate as within the Sustainable 
HCI community in that “there is little discussion about what 
actually constitutes sustainability” [14:638], resulting in 
definitions so broad as to becoming meaningless. 

There are however exceptions to this. The ITU focus group on 
Smart Sustainable Cities defines the term “smart sustainable city” 
as “an innovative city that uses information and communication 
technologies (ICTs) and other means to improve quality of life, 
efficiency of urban operation and services, and competitiveness, 
while ensuring that it meets the needs of present and future 
generations with respect to economic, social and environmental 
aspects” [42]. Another more explicit definition is Höjer and 
Wangel’s [35] definition of a smart sustainable city as “a city that 
1) meets the needs of its present inhabitants; 2) without 
compromising the ability for other people or future generations to 
meet their needs; 3) and thus, does not exceed local or planetary 
environmental limitations; 4) and where this is supported by ICT” 
[35]. With this definition, relational limitations are introduced, not 
only temporal (now and in/for the future), but also spatial. This 
implies that, sustainability is understood by using a relational 
concept of space, that it cannot be an atomized aspect to the city 
only, and as such must encompass its surrounding hinterland no 
matter where on Earth (or in space) it is located, as well as the 
globe as a whole. 

2.2 Smart for Sustainable 
When ICTs are implemented with the purpose of contributing to 
sustainability goals, they tend to be used for one or both of the 
following functions: i) as solutions that are part of the city’s 
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infrastructure, e.g. for monitoring or automatization of processes 
so as to make them more efficient, and/or ii) as an enabler for 
solutions, such as sharing of both information and goods among 
citizens, expectedly leading to more sustainable urban lifestyles 
[44,51]. According to Wiig and Wyly [81] “cities have 
increasingly been augmented by digital hardware and software, 
producing massive amounts of data about urban processes” 
[19:488] during the past 15 years, and ICTs are now driving new 
forms of urban development. Below we will exemplify some of 
the ways that smartness is proposed to help cities that suffer from 
sustainability issues. 
2.2.1 Smart transports. For transports, ICT can support 

sustainable travel choices, with traveller information systems, and 
lessen the travel demand through enabling flexible working [43]. 
ICT can also be used to manage transports in a more effective 
way. For both private cars and public transport, pricing can be 
adjusted to incentivise shifting one’s travel times to off-rush hours 
[26]. For cars and freight transports, it has been suggested that 
intelligent transport systems can direct drivers to alternative routes 
to avoid or spread out congestion [26,86], and enable more cars 
on the roads without congestion, through fleet management 
systems [43]. 
2.2.2 Smart grids and energy use. Smart grids can both let 

users understand their energy use better and automatically adjust 
quantity and timing for more efficient usage of the grid. Sensor-
controlled streetlights and (smart) houses serve the purpose of 
house holding with electricity, so that the less energy will be used 
even as the city is growing and more places need electricity 
[46,58]. 

The previously mentioned fluctuations in energy supply from 
renewable energy sources could also be handled using smart 
technologies. Smart grids can be used to enable small-scale 
energy production to become part of the distribution grid and to 
mitigate problems with fluctuations in the power generation by 
making electricity cheaper when there is a lot available, and vice 
versa [79]. 

2.2.3. Smart consumption – services and sharing. Other types 
of consumption than energy use can also be addressed with ICT. 
Höjer et al. [34] and Mitchell [49] have explored how ICT can 
support the transition from the consumption of goods to the 
consumption of services, with assumably smaller environmental 
footprints. One such example is substituting CDs and books with 
digital services. In the long term this transition could also 
decrease the user’s need for e.g. storage space, thus enabling them 
to live in smaller and thereby more resource-efficient apartments.  

ICT has also enabled the sharing economy, which has been 
explored as a tool to increase the intensity of usage of things 
[34,53]. The sharing economy has also been suggested as a way to 
tackle both the limits of natural resources used to produce the 
things themselves, as well as the limited space in cities. One 
example of a sharing activity is renting out one’s apartment to 
tourists and thereby lessening the need for the space for a hotel. 
Other examples are car sharing or renting out one’s parking spot 
during the day, thus lessening the need to build more parking 
spots and potentially reducing the amount of cars in cities [60]. Of 

course, true to its name, ICT can also be used to inform city 
inhabitants of the impact of their habits and support or persuade 
them to make better choices [85]. 

2.2.4. Smart infrastructure. Overall, the smartness of cities 
often implies a larger set of interconnected systems, “a digital 
nervous system” [44], which will encompass all infrastructure 
systems to one. The technologies often already exists, and hence 
the “novelty is thus not so much the individual technologies, 
products or services but the interconnection and the 
synchronization of these and the systems they include, so that they 
work in concerted action” [8: 337]. The goals of these visions is to 
have a centralized control centre with overview of all flows and 
activities in the city [24], and through efficiency and effectiveness 
counteract some of the issues with the unsustainability of cities 
[73]. 

3 LIMITS TO SMARTING THE CITY 
Even though there is optimism and expectancy connected to the 
possibilities of solving problems with cities through smart 
technology, there has also been criticism against the SSC. 

3.2 SSC dependency 
The smart city rests upon a contemporary dominant ‘cornucopian’ 
design paradigm, [55] rewarding faster, richer and more pervasive 
digital services. One crucial consequence of this current paradigm 
is that “[s]ervices most users were happy without become 
essential to everyday life for the majority of the populace in 
developed countries.” [54: 1326]. Furthermore, if ICT constantly 
keep stretching the boundaries for what our societies can deliver, 
we constantly keep expecting more [74]. One example to illustrate 
this, is how we may once have welcomed being able to use our 
phones or computers to simply check our bank accounts without 
going to the bank. Now, services provided by our banks enable us 
to pay bills using our phones. At the same time, banks are closing 
down their services for paying bills at the bank office, effectively 
making the process of paying bills harder for people who want to 
pay bills using cash or are unaccustomed with smart phones. 
Another example is how electronic payment is substituting cash 
payments and thus making even simple transactions, such as 
buying milk at the grocery store or paying for a beer at the pub, 
increasingly dependent on functioning ICT systems connected to 
the internet and powered by electricity. As ICT is becoming more 
integrated into people’s daily lives, we create new energy 
dependent social practices, and hence lock us into a world where 
we hardly can live without the technological devices. 

3.2 Information does not suffice to change 
behaviours 

Many of the proposed SSC solutions are aimed at making 
individuals change their behaviour to a more sustainable manner. 
However, this is a heavily criticised perspective, and builds on  an 
assumed ideal rational consumer [68]. Related to transports, there 
are several studies that indicate that travel information has very 
little impact on travel habits [20,52]. Studies on pricing schemes, 
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such as congestion charges, also point towards the effect mostly 
depending on related practices, rather than pricing itself being the 
most important factor [30,65]. Also, the spatial structure of the 
city and the transport systems available for the city dwellers have 
great impact on transport mode choices [17,80].  
    Priest et al. [55] point out that even though strategies for 
mitigating environmental impacts of the ever growing digital 
infrastructure have value, there is currently an unsustainable 
growth in energy consumption. While ICTs are often used to 
improve energy efficiency, they may not always actually do so. 
Svane [69] showed that smart energy saving devices in apartment 
buildings in Swedish housing area Hammarby Sjöstad were often 
not used as intended, resulting in a situation where “interactive 
ICT in smart infrastructure enables energy efficiency but does not 
provide it” [66: 194]. Sometimes energy efficiency instead lead to 
rebound effects, such as increased use of the product in question 
or spending saved money on other things with equal or bigger 
environmental impact [61]. In that case, the investments in ICT 
for improving efficiency in energy consumption or labour 
productivity may mean an absorption of gain, with the 
investments failing to reach their goals [23]. However, indirect 
and second order effects are often hard to measure, especially 
when they are long-term, far-reaching and systemic [4,61]. . 

3.3 The direct impact of ICT 
The Energy is needed to keep the smart city running, but the 
energy consumption in the use phase of electronic devices is not 
their only problematic side. The direct effects of ICT can be hard 
to estimate due to the complexity of the composition of the 
hardware itself, as well as the energy to power it. Modern ICT s 
are dependent on rare and highly refined materials, both as part of 
the devices themselves, as well as part of the manufacturing [82]. 
These materials are highly resource-consuming to mine and 
refine, and many of them increase the risk of human exposure to 
hazardous materials [82]. The short lifecycles of ICTs leave more 
or less fully functioning devices obsolete, contributing to e-waste 
which in turn have serious environmental, health, and social 
consequences [12,28,75]. The rapid development of ICT also 
leads to a need for continuous maintenance, updating and 
renewing of more or less constant updates of the system, with the 
hardware of the smart solutions. 

3.4 Smart is more vulnerable? 
The above critique against the use of ICT in smart sustainable 
cities is relevant; however, there are more deep issues with 
building the sustainability of a city around digital technology. In 
order to reach the climate goals, the amount as well as the share of 
renewable energy in the energy system will have to increase [16], 
implying that the future energy supply will be less predictable and 
controllable than today. While ICTs can be used to improve 
energy reliability in a future with more renewable and intermittent 
energy, trying to solve a problem by installing electronic devices 
or digital solutions can also end up requiring more energy and 
resources than it saves. Even though energy consumption can be 
adjusted from the demand side using monetary incentives, and 

partially be stored using energy storage, it will not be able to 
change the supply side of energy by changing the inflow. Hilty 
[31] argues that people living in regions supplied with energy 
from local renewable sources would need to adapt their lifestyles 
to the pace of the renewable energy supply, instead of - like now - 
relying on a consistent energy flow. If we in the present create 
cities and lifestyles reliant on electronic devices, there will 
inevitably be complications if some of these might end up having 
to be turned off during low-energy periods.  

Furthermore, extreme weather events, such as hurricane 
Sandy, have shown that communication network technologies are 
increasingly vulnerable “as their architectures are more distributed 
and more relying on power from an electric grid” [44: 521]. 
Jakubek [39] points out that the wireless devices fail due to 
network hardware being destroyed but also due to the networks 
being overloaded by the users. This is a major issue as more and 
more people rely on wireless devices as their only source of 
communication, and thus risk being unable to seek help or support 
[39]. Moreover, if the (global) flows that the city depends upon, 
are to a large extent dependent on ICTs, these extreme weather 
events will generate vulnerabilities that will affect more than just 
the possibility to communicate. Considering the fragility of these 
systems, is the SSC a desirable or even feasible path?  
    Moreover, as the functionality of modern ICT is dependent on 
rare materials, these materials in themselves set limits for the 
number of devices that can be installed. Even if recycling of these 
materials improves, there is still a limitation to how much can be 
mined and processed [29,84]. They cannot continue to solve 
problems into eternity, in eternally growing cities. 

4 CONCLUDING DISCUSSION 
In this paper we have presented a selection of contemporary 
challenges and vulnerabilities regarding cities and urbanisation, 
focusing on the location of cities, characteristics of built 
environment, and city-hinterland interactions. Thereafter the 
concept of ‘smart sustainable cities’ was introduced, describing 
how ICT could contribute to the mitigation of urban sustainability 
issues, but also introducing several limitations and possible threats 
associated with the digitization of urban infrastructures and 
everyday life. We conclude that even though ICT do have a clear 
potential to handle sustainability issues in cities, there are good 
reasons to be heedful so as not to create a sand castle, even more 
brittle than before.  

From a limits point of view, we perceive a couple of key 
concerns. As elaborated above, a city is a highly complex socio-
technical system. Using smart technology to solve precarious 
issues increases the complexity even more. Following Tainter 
[70], solving problems usually leads to increased complexity and 
decreased marginal return of the investment in solving the 
problem. From this perspective, the future of the smart sustainable 
city does not look bright in the long run. One option could be to 
explore the possibilities of refactoring the city, in line with 
Raghavan and Pargman [57], who suggest that instead of solving 
problems with increased complexity “we should explicitly aim to 
redesign existing systems to reduce societal complexity, and this 
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should be considered a worthwhile goal of computing research 
and engineering” (p. 4). There are however few signs in 
contemporary SSC practice and policy making of that complexity 
is acknowledged as a problem.  

This points to what has been conceptualized as a more general 
problem of shortsightedness and particularization in urban and 
technological development (see e.g. [3]). F.ex. refactoring the 
smart sustainable city after the ICT investments have been done 
would be more resource demanding than if doing it as part of the 
initial investment. This is especially problematic given that the 
future will only see more of the resource scarcity and other 
limitations that contemporary society is already starting to feel.  

Smart also comes with implications for the resilience of urban 
infrastructures and other machinery of everyday life. While ICT 
can contribute to an increased resilience in some cases, like ‘self-
healing grids’, there is a clear risk that the comprehensive 
digitization implied in visions of SSC and IoT contributes to a 
substantially lowered resilience of society. Already today can 
minor power blackouts cause substantial harm, as can failing ICT 
systems. One possible solution to could be to make sure that the 
ICT systems are only there to assist, while maintaining analogue 
backup for normal functionality in case they shut down. It is also 
important to create robust systems with backward compatibility 
and functioning hardware recycling. Both academia and the 
business sector express concerns regarding the mere amount of 
raw materials needed to smarten our planet (see e.g. [7,56]), as 
well as if these materials can be extracted and used in a way that 
does not contribute to domestic or colonial systematic violence. 

What has not been discussed in this paper are the social and 
political issues connected to the smart sustainable city. Smart 
cities, especially as being promoted by the large ICT corporations, 
have been criticized for being autocratic, proprietary and where 
citizens are not invited to be part of the creation of the city [24]. 
By smarting the city, there is potential exclusion of individuals in 
the city in light of digital divide and income levels. Even though 
not discussed in this paper we acknowledge these issues as of 
great importance when considering the future of cities. 
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